


























































































































































































































S (row, column) = data (row + 4 × column) 
 
0 1 2 3 4 5 6 7 8 9 A B C D E F
0 63 7C 77 7B F2 6B 6F C5 30 01 67 2B FE D7 AB 76
1 CA 82 C9 7D FA 59 47 F0 AD D4 A2 AF 9C A4 72 C0
2 B7 FD 93 26 36 3F F7 CC 34 A5 E5 F1 71 D8 31 15
3 04 C7 23 C3 18 96 05 9A 07 12 80 E2 EB 27 B2 75
4 09 83 2C 1A 1B 6E 5A A0 52 3B D6 B3 29 E3 2F 84
5 53 D1 00 ED 20 FC B1 5B 6A CB BE 39 4A 4C 58 CF
6 D0 EF AA FB 43 4D 33 85 45 F9 02 7F 50 3C 9F A8
7 51 A3 40 8F 92 9D 38 F5 BC B6 DA 21 10 FF F3 D2
8 CD 0C 13 EC 5F 97 44 17 C4 A7 7E 3D 64 5D 19 73
9 60 81 4F DC 22 2A 90 88 46 EE B8 14 DE 5E 0B DB
A E0 32 3A 0A 49 06 24 5C C2 D3 AC 62 91 95 E4 79
B E7 C8 37 6D 8D D5 4E A9 6C 56 F4 EA 65 7A AE 08
C BA 78 25 2E 1C A6 B4 C6 E8 DD 74 1F 4B BD 8B 8A
D 70 3E B5 66 48 03 F6 0E 61 35 57 B9 86 C1 1D 9E
E E1 F8 98 11 69 D9 8E 94 9B 1E 87 E9 CE 55 28 DF





[02 03 01 01
01 02 03 01
01 01 02 03
03 02 01 01
] [
𝑠0,0 𝑠0,1 𝑠0,2 𝑠0,3
𝑠1,0 𝑠1,1 𝑠1,2 𝑠1,3
𝑠2,0 𝑠2,1 𝑠2,2 𝑠2,3

































′ = (2 ⋅ 𝑠0,𝑗






′ ⨁(2 ⋅ 𝑠1,𝑗






′ ⨁(2 ⋅ 𝑠2,𝑗
′ )⨁(3 ⋅ 𝑠3,𝑗
′ )
𝑠3,𝑗
′ = (3 ⋅ 𝑠0,𝑗
′ )⨁𝑠1,𝑗
′ ⨁𝑠2,𝑗
′ ⨁(2 ⋅ 𝑠3,𝑗
′ )
m(x) = x8 + x4 + x3 + x + 1
3x = 2x + x
 
w[i]
 w[i] 4 ≤ i ≤ 43
w[i - 1] w[i - 4]
w[i]=w[i - 1] ⨁ w[i - 4] 
w[i] = w[i - 1] ⨁ (SubWord (RotWord (w[i - 4])) ⨁ Rcon[i/4]) 























































































































































sync IV scanning sync


















B bits B bits
n bits sync 
pattern
B bits





















sync IV scanning sync
n bits B bits n bits
Synchronization cycle
B bits B bits
Blackout period (scan disabled)
B bits B bits
n bits sync 
pattern
B bits




















  bps 





















  bps 
























  bps 
Latencyouter_round  =  Latencyiterative 
 Throughputinner_round = 
 B ×k




  bps 



































































































































































1 0 1 0 0 1

















































































































































































































































































































































































 ≤  ≤ 
difference = {
w_pointer - r_pointer
M – r_pointer + w_pointer
,w_pointer ≥ r_pointer
,others
next_w_pointer = (w_pointer + D) mod M
next_r_pointer = (r_pointer + d ) mod M
next_w_pointer = (w_pointer + d) mod M











'  = r29⊕r17⊕r2⊕r0⊕z z = 1
r127 r1
z = 1 r127r126⋅⋅⋅r1
r127
'  = 0 ⊕ 0 ⊕ 0 ⊕ 1 ⊕ 1 = 0
r127r126⋅⋅⋅r1 z = 1 r127









































































count_ld  <= '0''
sync        <= '0'
pause_1
count_ld  <= '1'
sync        <= '0'
pause_2
count_ld  <= '0'
sync        <= '1'
scanning
count_ld  <= '1'
sync        <= '0'
loading
count_ld  <= '1'
sync        <= '1'
blackout
count_ld  <= '0'
sync        <= '1'
reset
Plaintext queue 
not empty?
Yes
No
Sync pattern 
found?
Yes
No
Plaintext queue 
not empty?
Yes
No
New IV 
loaded?
Yes
No
Counter done?
Yes
No
Plaintext queue 
not empty?
Yes
No
Counter done?
Yes
No
Plaintext queue 
not empty?
Yes
No
State 
Machine
clk
sync
empty
reset
new_iv
count_ld
transfer_in
count_done
count_en





 ≥
3ODLQWH[WTXHXH

3LSHOLQHG$(6
6\QF3DWWHUQ
6FDQQHU
%DUUHO
6KLIWHU

0
% 
0
0

&LSKHUWH[WTXHXH
6\QF3DWWHUQ
6FDQQHU
%DUUHO
6KLIWHU
0
% 0
0

3ODLQWH[W&LSKHUWH[WTXHXH &LSKHUWH[W3ODLQWH[WTXHXH
% 
0
3LSHOLQHG$(6
%DUUHO
6KLIWHU0
 
0
0
0

0
3ODLQWH[W
4XHXH
&LSKHUWH[W
4XHXH
% 
3LSHOLQHG$(6
%DUUHO
6KLIWHU 0
 
0
0
0

0 %DUUHO
6KLIWHU
0
0

6\QF3DWWHUQ
6FDQQHU
% %
 
 
≤  ≤
≤  ≤
≥

 ≥
01
0
1
Addr[7]Addr[8]
0
1
0
1
0
1
0
1
0
1
0
1
0
1
Addr[5]Addr[6]


 

 
 


 
 

 




























